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1 Introduction

Many of Hilbert’s 23 famous problems are not of a prove or disprove
nature; rather, they are open-ended, “of a purely investigative na-
ture,” [12] and may never be answered to satisfaction. One of the
best examples of this is the sixth problem, that of the axiomatiza-
tion of physics. Hilbert said, “The investigations on the foundations
of geometry suggest the problem: To treat in the same manner, by
means of axioms, those physical sciences in which mathematics plays
an important part; in the first rank are the theory of probabilities and
mechanics’ [15]. Eight of the 23 problems can be regarded this way,
and of the other 15, just three remain unsolved. One of those three,
the Riemann Hypothesis, has remained “as mysterious and challeng-
ing as ever” [12] and is thus one the Clay Mathematics Institute’s
seven Millennium Prize Problems.

The purpose of this paper is to survey the uses of the Extended
Riemann Hypothesis in creating algorithms to perform various math-
ematical tasks. We will begin with an introduction to the Riemann
Hypothesis and Extended Riemann Hypothesis, then move on to
the applications. We will only spend time on proving one of those
applications (the Solovay-Strassen primality test, which will be our
first topic), but we will also discuss factoring polynomials over finite
fields, factoring integers, searching for primitive roots, and finding
k" power nonresidues modulo a prime. We will conclude with a
brief discussion of why the Extended Riemann Hypothesis might be
true.



2 The Riemann Hypothesis

The Riemann Hypothesis can be stated in a number of equivalent
forms. Because it also has a number of consequences, the conse-
quences can sometimes be confused with the forms of the hypothesis
itself. We will try to avoid such confusion here.

The official Millennium Prize Problem description written by
Bombieri [7] gives the hypothesis in the terms of Riemann’s zeta-
function.

Definition 2.1. The Riemann zeta-function is

o0

1
C(s)=) —
n=1 n

where s is a complex variable and the real part of s is greater than
1.

Note that if s < 1, ((s) is not convergent. Sondow [24] obtained
an analytic continuation (a power series representation of a func-
tion whose radius of convergence extends beyond the domain of the
original function) of the zeta-function to the whole complex plane
(except for a pole at s = 1) using Euler’s transformation of series.
That continuation takes the form

() = T e ()6 0

This form of the zeta function has zeros, known as trivial zeros,
at the negative even integers. However, it also has a number of other
zeros. One Riemann Hypothesis, then, is

Riemann Hypothesis 1. The non-trivial zeros of ((s) have real
part equal to %

Riemann’s original conjecture was actually about the zeros of a
related zeta-function, but it is equivalent to Riemann Hypothesis 1.

Euler showed that the zeta-function can also be expressed as the
product over the set of primes



Patterson says that this formulation “is the reason for the signifi-
cance of the zeta-function.” A proof that the two expressions of the
zeta functions are equivalent can be found in Patterson’s book [18].

The above representation of the zeta-function is our first sug-
gestion that the Riemann Hypothesis might have consequences in
number theory, and indeed there is a more purely number theoretic
form of the hypothesis. Before we give that form, though, we need
a definition.

Definition 2.2. The logarithmic integral li(x) is defined as
Todt
li(x) = —.
5 logt
Recalling that 7(z) is the number of primes less than z, we have
Riemann Hypothesis 2.
m(z) = li(z) + O(z'/?+e).

Finally, we can state two more equivalent hypotheses, also about
prime numbers. We need two new functions, the Chebyshev 1) and
¥ functions.

Definition 2.3.
Y(x) = logp =log(lem(1,2,3, ..., |z])),
pF<z

summing over all primes p and all non-negative integers k.

Now, we have the third formulation.
Riemann Hypothesis 3. Ve > 0,

Y(x) = x4+ O(z'/*Fe).

Finally, we define the Chebyshev 19 function as

Definition 2.4.

W(zx) = Z log p.

p<z
and give our final statement of the Riemann Hypothesis.
Riemann Hypothesis 4. Ve > 0,
I(z) = x4+ O(zY/?e).
All of the above is as given in [5].



3 The Extended Riemann Hypothesis

The evidence from the last three Riemann Hypotheses that it is go-
ing to be of use in number theoretic (and perhaps computational
number theoretic) problems leads us to the Extended Riemann Hy-
pothesis (ERH). As with the original Riemann Hypothesis, we find
a number of formulations of the ERH.

Chowla [11] first defines a function L, of a complex variable s:

o= (3) %

where (%) is the Legendre Symbol, defined for p prime as

n 0 if p|n
(—) = 1 if n is a quadratic residue mod p and p fn
p —1 if n is a quadratic nonresidue mod p and p fn.

The ERH, then, is:

Extended Riemann Hypothesis 1. All the zeros of L,(s) which
lie in the “critical strip” (zeros with real part strictly between 0 and
1) have real part equal to %

The ERH can also be set out this way, as in [5]:

Extended Riemann Hypothesis 2. For n and a relatively prime
integers and € > 0,

+ O(I1/2+€>.

m(x,n,a) here is the number of primes less than or equal to z
and equivalent to a mod n.

This version recalls Riemann Hypothesis 2, especially in the ab-
sence of functions of complex variables, zeta functions, L-functions,
or anything of that sort.

To give one final definition of the ERH, we first define a character.

Definition 3.1. A character on a finite Abelian group G is a ho-
momorphism (a map that preserves the group operation) from G to
the unit circle.



Let 11 be a character on Z;,. We define the Dirichlet character
X as
mmodn) if gedim,n) =1
x(m) :{ x( ) if ged( )

0 otherwise

If x is always 0 or 1, it is called principal.
This leads, then, to
Extended Riemann Hypothesis 3. [5/ Define the Dirichlet L-

function to be )
x(n
L(s,x) =) .

n>1

when the real part of s > 1 and, as before, analytic continuation
otherwise. L(s,x) has infinitely many zeroes in 0 < R(s) < 1. The
ERH, then, is that all zeros in that interval have real part %

This is obviously very similar to Extended Riemann Hypothesis
1 above; the only difference lies in how the L function is stated.

When we discuss numerical evidence for the ERH later, this is
the form we will refer to.

Bach and Shallit [5] note that the “’extended’ or ’generalized’
Riemann hypothesis is interpreted differently by different authors”
and quote Narkiewicz [16] to give a general overview of how the
ERH should be seen: “We use ERH ... to denote the statement
that every conceivable zeta-function which should not have zeroes
in the critical strip indeed does not have them.”

4 Solovay-Strassen primality test

In 1977, Solovay and Strassen [23] published a Monte-Carlo algo-
rithm (the first randomized algorithm, actually) for testing primality
which can be derandomized under the Extended Riemann Hypoth-
esis. The algorithm proceeds as follows:

input odd integer n >3
pick a randomly from (1,2,3,...,n—1)
if ged(a,n) =1:
if (£) =a" Y2 (mod n):
return prime
else:



return composite

Then we have as a first goal for this section the following theorem
(where the true goal is to show that we don’t need the randomness
in the algorithm).

Theorem 4.1. If n is prime, the Solovay Strassen test returns
prime. If n is composite, it returns composite for at least 1/2 of
the a’s in (1,2,3,...,n — 1). The algorithm runs in polynomial
time.

Thus the Solovay-Strassen algorithm actually gives a certificate
for compositeness, rather than primality.

We will need a few tools to carry out the proof of this theorem.

First, recall that the Legendre symbol was only defined for n
prime, but we may have n composite in the algorithm. Jacobi gen-
eralized the Legendre symbol to all odd integers, regardless of pri-
mality.

Definition 4.2 (Jacobi Symbol). Let n be odd with prime factor-

ization [[p5*. Then
O-n(:
n/ Di

where the symbol in the product is the Legendre symbol.
Next we pick up Euler’s Criterion.

Lemma 4.3 (Euler’s Criterion). Let p be an odd prime and let a
be an integer such that ged(a,p) = 1. Then a is a quadratic residue
mod p if a? Y2 =1 (mod p) and a is a nonresidue if a?~V/? = —1
(mod p).

Proof. Let x = a®®Y/2. Then
*=a"""=1 (mod p)

by Fermat’s Little Theorem, so z = £1.
Suppose there exists b such that b*> = a (mod p). Then we have

z=a?P V2= E)PV2 = pr~t =1 (mod p)

where we again apply Fermat’s Little Theorem at the end.



Now suppose that a is a nonresidue mod p. Since there are at
most 251 roots of the equivalence zP~1/2 = 1 (mod p) and there

are ’%1 quadratic residues mod p (since p is an odd prime), the only
roots of the equivalence are the quadratic residues mod p. Since
a is not one of those, but a®Y/2 = £1 (mod p), a must be —1
(mod p). O

Definition 4.4. The group of Euler liars E(n) is defined
En)={acZ,: (ﬁ) =a" Y2 (mod n)},
n
where 7 is the group of integers relatively prime to n, also known
as the group of units of the field Z,,.

This group can be illustrated with the analogy “Euler liars are
to Euler’s Criterion as Carmichael numbers are to Fermat’s Little
Theorem!.”

Lemma 4.5. Let n be an odd integer > 3. Then n is prime if and
only if E(n) = 7.

To prove this, we’ll need some facts about Carmichael numbers,
as well as a new function.

Definition 4.6. The Carmichael lambda function A\(n) denotes
the least positive exponent ¢ such that a® = 1 (mod n) for all a in
Z.

So we can now state the next lemma.

Lemma 4.7. A composite number n is Carmichael if and only if

A(n)|(n—1).

Proof. If n is Carmichael, then "~V = 1 (mod n) for any appro-
priate a. Any c¢ such that a® = 1 (mod n), then, must be a factor
of (n—1).

Now suppose A(n)|(n —1). Since a*™ =1 mod n for all appro-

priate a, a**(™ =1 (mod n) for all k. Since multiplication with one
of those k’s results in (n — 1), we have "' = 1 (mod n) for all
a € Z;, so a is Carmichael. ]

I Carmichael numbers are composite n such that, for all a < n, with gcd(a,n) = 1, we have
a™ ! =1 (mod n).



We state without proof the following facts about A(n). Proof can
be found in [5].

Lemma 4.8. The following are properties of A\(n):
1M1 =1,
2. Xp®) =p“Hp—1) if p is an odd prime,
3. A(2) = 1,A(4) = 2, \(2¢) = 2°2 for ¢ > 2,
4. if n is a product of prime powers [ [ pi*, then A(n) = lem(A(p5?)).
We require just one last result before we can prove Lemma 4.5.
Lemma 4.9. If n is a Carmichael number, then it is square free.

Proof. First we show that n must be odd. Suppose that n has an
odd factor. Then A(n) will have an even factor, due to the second
and fourth parts of Lemma 4.8. If n has no odd factor, then part
three of Lemma 4.8 shows that A(n) has an even factor. Thus 2|A(n),
so by Lemma 4.7, (n — 1) is even, so n is odd.

To prove that n is squarefree, suppose for a contradiction that
p?|n, where p is a prime. Since n is odd, p is odd, so one of \(n)’s
factors is p(p — 1). Thus p|A(n) and so by Lemma 4.7, p|(n — 1).
Since p|n and p|(n — 1), p|1, so p = 1, but p is prime, so we have
reached a contradiction. ]

Thus we can now carry out the following proof.

Proof of Lemma 4.5. Assume E(n) = ZF, but suppose that n is
composite. Then

a" ! = (aPV/2)2 = (%)2 =(£1)*’=1 (mod n),
where the second to last equivalence is true because ged(a,n) = 1.
Then n is Carmichael, so by Lemma 4.9, it is squarefree. We write
n = pr, where p is prime and ged(r, p) = 1.

Let g be a quadratic residue mod p and let a = g (mod p) and
a =1 (mod r). Then we have

(-G -G 0-6)C)



where the last equality is true because a quadratic residue can only
be congruent to another quadratic residue, and similarly for non-
residues.

We defined g to be a nonresidue mod p and 1 is clearly a residue
to any modulus, so we are left with

(4) () =tnm=

Since we assumed that (%) = a""V/2 we have a""1V/? = —1

(mod n), so r|n implies that a"~1/2 = —1 (mod r), but that con-
tradicts a = 1 (mod r) unless r = 2, but r cannot be 2, because n

is odd. O]

And thus we have reached our (intermediary) goal, the proof of
the correctness of the Solovay-Strassen algorithm.

Proof of Theorem /.1. If n is prime, the first if test will be passed
regardless of the choice of a and the second if test will be passed
by Euler’s Criterion, so “prime” will be returned.

Otherwise, we have either n € Z} or not. If n is not in the
group, then it will fail the first if statement and “composite” will
be returned.

So suppose that n is in the group. We know from Lemma 4.5
that E(n) # Z%, but E(n) is clearly a subgroup of Z}, so it is a
proper subgroup, giving us

_1Zh| ) _ (1)
- 2 2 2

[E(n)]

where the first inequality is true because the order of a subgroup
must divide the order of the group. Thus the size of the group of
Euler liars, which is the size of the set of false positives given by the
algorithm, is less than half the size of the set, as required.

It is well known that the greatest common divisor can be com-
puted in polynomial time. Proof that the Jacobi symbol and a(~1/2
(mod n) can be computed in polynomial time can be found in [5].

O

n
§§7

Thus we have a working primality test that runs in polynomial
time. Really, though, since we have an algorithm that always returns
prime if n is prime and more than half the time returns composite



if n is composite, it would be more accurate to call the Solovay
Strassen test a “compositeness test,” at least for the purposes of
stating that it is in the complexity class RP (randomized polynomial
time).

Agrawal, Kayal, and Saxena [1] recently proved that primality
testing is unconditionally in P. Before then, however, all determin-
istic polynomial-time primality tests depended on the ERH. The
Solovay Strassen test can be derandomized to obtain such a condi-
tional algorithm.

The derandomized algorithm is:

input odd integer n >3
for a =2 to 2(logn)?:
if ged(a,n) # 1:
return ’composite’
else if (£) #a™ /2 (mod n):
return ’composite’
return ’prime’

First note that the only real difference between the deterministic
and random versions is the use of a for loop to touch all a up to
2(logn)? instead of randomly choosing an a.

To prove the correctness of this algorithm, we must define another
function, A(n) and state a lemma.

Definition 4.10. The von Mangoldt lambda function A(n) is
defined

[ logp ifn=7p* for some prime p
Aln) = { 0 otherwise.

Next, for convenience, set G(n) = min{z : Z; is generated by
primes < z}.
Proof of the following lemma can be found in [5].

Lemma 4.11. Assume the ERH. Let x be a Dirichlet character,
and let 1, = 1 when x s principal and 0 otherwise. Then

> AP - ) = L + 06 logn),

p<z

10



Now, we get to a rather important result due to Ankeny. The
theorem is important enough to applications of the ERH that Weis-
stein’s MathWorld entry for the ERH [27] is essentially this theorem.

Theorem 4.12 (Ankeny’s Theorem). Assume the ERH. Then
G(n) = O((logn)?) and every nontrivial subgroup of Z: omits a
positive number a = O((logn)?).

Ankeny’s original formulation [2] states the theorem in its more
commonly quoted form: the first quadratic nonresidue mod p is
O((logp)?). In fact, this can be sharpened to say that the least
quadratic nonresidue mod p is less than or equal to 2(log p)?, as in
the theorem as stated above.

Proof. First note that if x > 0 and the p’s are those primes less than
or equal to x mentioned in the definition of G(n),

Y Ap)(x—p) = logp(z —p)

p<w
pln

= leogp— Zplogp
=zlog(J[p) =D _plogp
< zlogn — Zplogp

< zlogn.

Now assume that the primes less than or equal to x do not gen-
erate Z;. Then they generate a proper subgroup of Z!, so we can
choose a nonprincipal Dirichlet character x such that x(n) is 0 or
1 for all n < . Then, since Y is nonprincipal, by Lemma 4.11, we

have
> Alp)x(p)(x — p) = O(=**logn).
Now, :
> Ap)x(p) (@ —p)=> (z—p)logp— > _ A(p)(z—p)

pln

11



since x(p) = 0 when p|n. The first term of the right hand side can
be rewritten as before as

leogp— Zplogp.

p<z p<z

The first term of the new expression then becomes z¥(z), where
Y(z) is the Chebyshev function defined above. But J(x) ~ x [5].
Since a consequence of the prime number theorem is that the pt
prime is about plog p, the second term gives

2

Zplogpw an %

p<z n<z

All together, then, the first term of the right hand side of the orig-
inal expression is Q(z?). Combining with the estimate obtained
for the second term above, we see that the whole expression is
Q(z* — zlogn).
Thus,
Q(z? — zlogn) = O(z*?logn)
z* — zlogn = O(O(x*?logn))
z? — xlogn = O(x*?logn)

1
g2 08 O(

1
vz = O(logn) + 7i logn

1
Vo < clogn+ ——logn
T

NG
VI < (c—l—%)logn

vz = O(logn)
z = O((logn)?)

and the proof is complete, since G(n) must be less than this = by
our assumption on x, thus G(n) is also O((logn)?). O

Ankeny’s Theorem lets us prove the next theorem, after which
we will be able to reach our ultimate goal for this section.

12



Theorem 4.13. Assume the ERH. If n is an odd composite integer,
then there is a positive integer a < n with a < 2(logn)? for which
either ged(a,n) # 1 or (£) # a™ /2 (mod n).

Proof. By Lemma 4.5, E'(n) is a proper nontrivial subgroup of (Z(n))*
when n is an odd composite integer. By Ankeny’s Theorem, there is
an a = O((logn)?) in Z,, — E(n), since the complement of Z,, — F(n)
is a nontrivial subgroup of Z*. If a ¢ Z, then ged(a,n) # 1; if
a € Z;, then (£) # a"~Y/2 (mod n), since a is not in E(n). O

n

We now have the tools to prove the correctness of the determin-
istic version of the Solovay-Strassen algorithm.

Theorem 4.14. Assuming the ERH, the deterministic Solovay-
Strassen algorithm returns prime if and only if n is prime, and does
so in polynomial time.

Proof. By Theorem 4.13, if n is composite, one of the two if tests
will return composite, so if neither test is ever passed n must be
prime.

Since we only test 2(logn)? values of a at most, the polynomial
running time follows from the fact that the original algorithm ran
in polynomial time (since this algorithm uses only the computations
the original one did). O

5 Primitive roots in finite fields

Though the Riemann Hypothesis is stated in terms of a complex
function, it is, as Papadimitriou says in [17], “a most important
number-theoretic conjecture concerning the roots of the Riemann ¢
function and the distribution of primes’ (emphasis added). That
said, not all problems that make use of the Riemann Hypothesis
are strictly number theoretic. Shoup [22] showed in 1992 that, as-
suming the Extended Riemann Hypothesis, there is a deterministic
polynomial time search procedure for finding a primitive root in a
specific finite field (though there is no known procedure for general
finite fields).

The idea of primitive roots is not strictly “un-number theoretic,”
of course, but Shoup defines them in terms of finite fields rather
than simply as numbers modulo other numbers, lending the result
a more algebraic flavor.

13



Definition 5.1. In a finite field Fpn where p is prime and n is a
positive integer, a nonzero element g € Fpn is called a primitive
root if it generates ., the group of units of Fyn.

Shoup notes that since there are no known polynomial time al-
gorithms for generating primitive roots, or even for testing whether
a given element is a primitive root, we resort instead to the afore-
mentioned “search procedures.” A search procedure is an algorithm
that generates a subset of the finite field that contains at least one
primitive root. In the case of a randomized algorithm, this would
mean that the subset generated had a high probability of containing
a primitive root.

Finally, we state the aforementioned theorem.

Theorem 5.2. Assume the ERH. Then there is a deterministic
polynomial-time search procedure for primitive roots in F .

The proof of the theorem actually shows that a field F,(«) iso-
morphic to F,2 can be constructed in polynomial time such that
Jd(a + ba) € Fy(a), where (a + ba) is a primitive root with a,b € Z
and the absolute values of a and b are both (log p)®"). This proof
depends on a theorem due to Lenstra [14] which says that a field
isomorphic to Fj2 can be constructed in polynomial time assuming
the ERH. The details of the proof can be found in [22].

Shoup notes that his “proof of this theorem does not generalize
to arbitrary finite fields F,», even for fixed n > 2.”

6 The least primitive root modulo p, a large
prime

Alternatively, we can define primitive roots without mentioning
fields explicitly. Rosen [19] defines them this way:

Definition 6.1. Ifr and n are relatively primes integers with n > 0
and if ord,r = ¢(n), then r is called a primitive root modulo n.

Recall that the order of an integer r (mod n) is the least positive
x such that 7* = 1 (mod n) and ¢(n) denotes the number of integers
less than n which are relatively prime to n.

Shoup and Bach both cite a result of Wang [26] which shows that
there is a primitive root z (mod p) with z = (logp)®™", or, more

14



precisely, z = O(r®(logp)?), where r = w(p — 1), the number of
distinct prime divisors of p — 1.

Shoup [22], using the same basic methods that he used to prove
Theorem 5.2, proved the following theorem.

Theorem 6.2. Assume the ERH. Then the least primitive root mod-
ulo p is O(r*(logr + 1)*(log p)?), where r is as above.

This bound simplifies to O((log p)®). This result implies the abil-
ity to construct a set S such that a primitive root mod p is in S.
Bach gives a method in [3], however, that constructs a smaller set
(albeit one with larger numbers) than Shoup’s, and does so using
simpler methods which allow the statement of an explicit algorithm.
We give that algorithm now.

Input odd prime p

Find B > 1 so that BlogB =30logp

Factor p—1=Q][] ¢ where ¢; < B
and () is free of primes < B

For 1 =1 to r:
Choose a prime b; < 2(logp)? so that b /% #1
Let a; = bgp_l)/qiz (mod p)

Let a=[[_,

o 4
Let S — {ab(p—l)/Q (mod p) : b is prime and b < 5%}-

Bach proves that

e The algorithm works (i.e. S contains a primitive root mod p);

e The size of the set S is O(%);

e The running time of the algorithm is O (%);

but we omit the proof here.

7 Factoring polynomials (and primitive roots re-
turn again)

Consider the problem of factoring polynomials of degree less than n
over fields with 27 or fewer elements. Call this FACTOR,,. Then the

15



more general FACTOR is the family of problems obtained by combin-
ing the FACTOR,,’s for all n € N.

Now consider the problem of finding a primitive root (not nec-
essarily the least primitive root, as above, but any primitive root)
modulo a prime p where p < 2™ and the greatest prime factor of
(p — 1) is less than or equal to n. Denote this PRIMITIVE,, and let
PRIMITIVE be analogous to FACTOR above.

Von zur Gathen [25] showed in 1987 that PRIMITIVE and FACTOR
each have polynomial-time reductions to each other; in other words,
they are polynomial-time equivalent. More importantly to us, he
showed that, under the ERH, FACTOR and PRIMITIVE are in P. Note
that despite removing the restriction on the size of the field /modulus,
this result is compatible with Shoup’s statement noted above (that
the best we can do for finding primitive roots in general is by us-
ing search procedures) as we are only considering p’s with (p — 1)
smooth (i.e. (p — 1) only has small prime factors).

Von zur Gathen’s result runs in S(p — 1)(nlog p)°™M, where S(n)
is the largest prime number dividing n. Shoup [21] improved that
running time in the power of its first factor, giving an algorithm
that runs in S(p — 1)2(nlogp)®d. Cheng and Huang [10] also
give an interesting algorithm based on a combinatorial problem?.
Their algorithm has (n'°¢" log p)°™M) running time, though it is ac-
tually polynomial on average. Also, they note, a combinatorial
conjecture would allow them to decrease the exponent of n, giving
(nlglos™ Jog p)®) worst-case running time.

Perhaps surpassing all of this, however, is Gao’s [13] recent proof
that, under the ERH, we can factor a polynomial f € F,[z] so
long as f does not satisfy a condition he calls being “c-super square
balanced.” Let us define what this means.

Definition 7.1. Let F C F,|F| = n > 1, where ¢ = p* for some
prime p and k € Z*. F is square balanced if, V¢ € F,
|{C€F:C7é§,§—§isasquarequH:n2 1.

Two sets Fy and Fy, subsets of F, with cardinality greater than

1, are mutually square balanced if, V¢ € Fi,
{¢ € Fy:(—¢ is asquare in F}|

2The problem is that of finding a stable coloring of tournaments. We will avoid digressing
further than this.

16



is the same for all & € Fi, and analogously for all & € Fy with
C S Fl-

Neat, for a subset F' of F, and k € Z, we define F, = {a* : a €
F}. In other words F), is just the set of k™ powers of the elements
of F.

Let ¢ > 1 be a constant. Then we call F' c-super square bal-
anced if each of the following are true:

1. Vk € {1,2,...,(nlogq)°}, we have Fy square balanced and
|Fk| =n.

2.Vk €{1,2,...,(nlogq)°}, the sets Fy are pairwise disjoint.

3. Vk € {1,2,...,(nlogq)°}, the sets Fy, are pairwise mutually
square balanced.

Finally, a polynomial f € F |x] is c-super square balanced if
its set of roots in ¥, is c-super square balanced.

The above appears to just be another complication, a condition
to be met so that Gao’s algorithm ends up being just another spe-
cial case. However, the condition certainly does look strict. Strict
enough, in fact, that Gao conjectures the following;:

Conjecture 7.2. For any prime p and any integer n > 1, there are
no super square balanced subsets in ¥, of cardinality n.

If this conjecture were true, then, we would have a proof that
factoring polynomials over finite fields ), was in P, conditional only
on the ERH.

Unfortunately, the finite fields F, cover only a small portion of
the set of all finite fields, so perhaps we are stuck with a special case
after all. Fortunately, Berlekamp [6] proved that factoring over any
finite field with a prime power number of elements is polynomial-
time reducible to factoring over a finite field with a prime number of
elements. Thus we can revise the above statement to read, “If this
conjecture were true, then, we would have a proof that factoring
polynomials over any finite field was in P, conditional only on the

ERH.”

17



8 k' power nonresidues

Buchmann and Shoup [9] proved (conditionally on the ERH, of
course) that finding k*" power nonresidues in a finite field is in P.
Their theorem is actually stated in terms of finding a generating set
for the group of units of a finite field:

Theorem 8.1. There exists a deterministic algorithm which takes
a prime p and a positive integer n and returns a set S C Fj.. Under

the ERH, S generates Fj..

It is not immediately obvious how this theorem is useful, but the
authors list three consequences of their result, two of which we will
mention here.

First is factoring polynomials over F,. We have already seen that
factoring is conditionally in P, while this result (which came before
Gao’s) is unconditional (except on the ERH). Unfortunately, it does
not show that factoring polynomials is in P. The time an algorithm
based on the above theorem would take is a polynomial in the input
size times vk, where k is the largest prime which divides ®,(p),
with ®,, the n'® cyclotomic polynomial. Because

®(p) = [J (0 — ¢)

k=1

where the ¢, are the primitive roots of unity, ®,(p) could, if n is an
odd prime for example, be an (n — 1) degree polynomial. Since the
k follows from this, we lose the possibility of polynomial time.

The second consequence is the construction of primitive roots
in F,». However, this result again does not defy Shoup’s statement
above: the prime factorization of p™ —1 is required in order to obtain
a primitive root in deterministic polynomial time.

While both consequences carry strong caveats, they are still note-
worthy as they generalize to all n statements that had only previ-
ously been proven for n =1 and n = 2.

9 Factorization of integers

The problem of factoring integers has garnered widespread inter-
ested in the past 30 years, since the introduction of public-key cryp-
tography systems like RSA and the still-growing need for strong
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cryptography to aid electronic business transactions have provided

practical applications as motivation to pursue this very difficult area

of mathematics. Unfortunately (or perhaps fortunately, for those

who like online shopping), the ERH does not seem to bring the

kinds of results to factoring that it brings to so many other areas.
Seysen [20] created an algorithm in 1987 that ran in

6\/logNlog log NV 5/4+0()

time and depended on the ERH. This is, of course, not polynomial.
Interestingly enough, the algorithm is also not deterministic: rather,
it is a Las Vegas algorithm, falling in the complexity class ZPP.
On input N, the algorithm returns a complete factorization with
probability %, and returns "prime’ for all prime N.

Bach and Shallit [4], not long after Seysen’s work appeared, pub-
lished their own algorithm depending on the ERH which runs in
polynomial time, albeit also random. This time, however, there was
the requirement that a multiple of ®(p) be given in order to re-
move a factor p from the input N. To be fair to the authors, the
point of the paper was not to provide a practical algorithm, but
to “give a universal construction based on algebraic number theory
that subsumes” many of the previous results [4].

That the ERH does so little for pushing integer factoring toward
P can be a little surprising after spending time watching the hypoth-
esis work magic in so many other areas. Then again, factoring is
probably the hardest problem discussed in this paper (after all, how
many of the other problems have cryptosystems based on them?),
so perhaps it should not be that surprising after all. In fact, we
could see the fact of the ERH’s relatively minor benefit as further
evidence that factoring might remain a “hard” problem.

10 Evidence for the ERH

If the ERH were to be proven false, all of the above results would be
rendered false, as well as much other work, in the area of computa-
tion as well as outside it. That mathematicians spend time working
on algorithms and other pieces of mathematics that depend on the
ERH indicates that they believe it, despite the current lack of proof.
A fair amount of evidence does in fact exist in favor of the Extended
Riemann Hypothesis.
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Perhaps more fanfare is given to the empirical evidence for the
Riemann Hypothesis, such as that all zeros between 102 + 1 and
10'2 + 10° satisfy the hypothesis, or that 2/5 of the zeros must do
the same, but similar evidence exists for the ERH.

Bach and Shallit [5] cite the computational work of over a half
dozen researchers, none of whom found any evidence against the
ERH. Systematic computations have checked the ERH for the first
10, 000 zeros for all moduli (in the Dirichlet character) less than 14,
the first 2,500 for moduli less than 73, and various others. Others
did non-systematic checks and found the same results.

Maybe better (and certainly more interesting) evidence is given
by Bombieri [8] (as quoted in [5]), who showed that the maximum
error in m(z,n,a) ~ li(z)/¢(n) is bounded by x'/2700)  averaging
over all moduli less than or equal to N and letting z = N**°(1) In
other words, the ERH can be said to be “true on average.”

11 Conclusion

Bombieri, in the official problem description of the Riemann Hy-
pothesis for the Clay Mathematics Institute [7] gives one other piece
of evidence: “Many deep results in number theory which are con-
sequences of a general Riemann hypothesis can be shown to hold
independently of it, thus adding considerable weight to the valid-
ity of the conjecture.” There are those who still believe that the
Riemann Hypothesis is false, but even without the evidence given
above, hopeful optimism would probably keep some people going;
were the ERH to fall, a lot of mathematics would go with it.
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